AyteHtndpukauma OIDC

O6wue cBeaeHnA

Cuctema No3BoNAET UCNONb30BaTb MeToa ayTeHTudukauum OIDC co cneayrowmmm orpaHUYeHUAMM.

MonHoueHHan Y4eTHaA 3anncCb N0/Ib30BaTENA HE MOXKEeT 6bITb CcOo34aHa B CUCTeMeE CO CTOPOHbI npoaaﬁp,epa ayTeHTMd)MKaLI,MM. Ecnan
ayTeHTMd)MLI,MpyIOLLI,MﬁCﬂ nonb3oBaTeNlb HE UMeeT yquHoﬁ 3anncu B cMcteme, y4yeTHaa 3anmncb 6y/:|,e'r co34aHa 6e3 poneﬁ, NPUHAANIEXKHOCTU K rpynnam un

NpaBu OrpaHUYEHNIt JaHHbIX 419 4aTaceTos.
YyeTHas 3anucb NoNb30BaTe/A HE MOXKET BbITb yAaneHa U3 CUCTeMbl NPOBARAEPOM ayTEHTUGMKALMM.
Mpw BbIXOAE M3 CUCTEMbI COOBLLEHMNE O 3aBEPLUEHWUMN CECCHUM HE OTMPABAETCA NPOBANAEpY ayTEHTUOUKALLMK, YTO B CBOIO OYepeab He NO3BONAET:
O 3aBepMWTb CECCUIO U HaYaTb HOBYIO MOA APYTMM MO/b30BaTENIEM — CECCUS 3aBEPLUMTCA MO UCTEYEHUM CPOKA CECCUM, YCTaHOBEHHOTO B
nposaigepe;
O ncnonb3oBaTbh eAMHBIN BbIXOA,
lMpw 3aBepLIEHNM CECCMM B NPOBaiaepe ayTeHTUGUKALMM CUCTEMa He NoJTyHaeT CoObLLEHUA O 3aBEPLIEHNI CECCUU.

Mposaiigep OIDC reHepupyeT 1 coxpaHaeT TokeH ceccumn Open ID. [laHHbI TOKEH MO YMONYaHUIO ByAeT NCnonb30BaTbCA NPY MPOBEPKe Npas AocTyna
Nnonb3oBaTeNA K ony6MKOBaHHbIM KOMMNOHEHTAaM UM BCTPOEHHbIM NMO/1b30BATE/IbCKMM KOMMOHEHTAaM M3 CTOPOHHWUX CUCTEM, UCMOJb3YIOLLMX TOT }Ke

nposarigep Open ID.

Ecnu cuctema yctaHaBAMBAETCA M3 MAKETOB, TO NPU HAcTpolike ayTeHTudMKaumm OIDC HeobXxo0AMMO BHECTU U3MEHEHUA B KOHbUrypaumio Beb-cepsepa

nginx:
/ et ¢/ ngi nx/ conf . d/ pol ynati ca. conf:

proxy_buffer_size 4k| 8k;
proxy_busy_buffers_size 8k]| 16k;

3TO NO3BOJINT OCYLLECTBNATD ayTeHTMd)VIKaLIM}O Aaxe Nnpu o4eHb ONMHHbIX TOKEHaXx.

HacTpoiika npoBailaepa ayreHTMdUKauumn Ha npumepe Keycloak

[na npumepa HacTpoum nposaiaepa ayteHTudukaumm Keycloak ana ogHol cuctemsl Polymatica Dashboards (aanee — cuctema), 4tobbl Ucnonb3osaTh

nposaiigepa ana ayTeHTudMKauum B cucTeme.

[1ns HACTPOMKM HY}KHO MMETb AOCTYN K KOHCONM agmuHucTpaTtopa Keycloak (aanee — KoHconb agMmuHucTpaTopa). Mpu HacTpoiike Byaem obpalatbes K
pokymeHTaumm Keycloak, crangapty RFC6749 n aokymeHTtaummn OpenlD Foundation, akTyanbHbiM Ha MOMEHT HanNUcaHus.

1. Cospaem HoByto obacTb (realm). O6nacTb onpesenseT rpaHuLbl B3aMMOLENCTBUA CUCTEM, NO/Ib30BATENEN STUX CUCTEM, UX MPaBa, POAM U T. M.

B KOHCO/M aAMUHUCTPATOPA, B JIEBOM BEPXHEM YTy CTPAHULbI KAMKAEM BbINaAatoLWMii CIUCOK U KAKMKaem B Hem KHorMKy Create Realm.


https://www.keycloak.org/docs/latest/server_admin/index.html
https://www.rfc-editor.org/rfc/rfc6749
https://openid.net/developers/how-connect-works/
https://www.keycloak.org/docs/latest/server_admin/index.html#core-concepts-and-terms
https://wiki.polymatica.ru/pages/viewpage.action?pageId=686424546
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Master

Master

Create Realm

Bbinagarowymii cnmcok obaacreri

[anee Ha oTKpbIBLLelicA cnpaBa cTpaHuue Create Realm BBoaum B nosie Realm name HassaHue o6nactv 1 kinkaem KHonky Create.

Create realm
A realm manages a set of users, credentials, roles, and groups. A user belongs to and logs into a realm. Realms are isclated from one another ani

Resource file Drag a file here or br Browse..  Clea

1

Upload a JSON file

Realm name * Docs-realm

Enabled @ o

CrpaHuua Create realm

2. Hactpoum 06nacTb: yCTaHOBMM Ha3BaHWe, 0TOBPaXKaemoe Ha CTpaHuULEe ayTeHTUdMKALMKM. A TaKKe CKONMPYEM 3HaYeHue s napameTpa
"provider_issuer", KoTopbiit NoTpebyeTcsA 3a4aTb NO3XKeE NPU HACTPOMKE METoAa ayTeHTUMKALUK B cUCTEME.

B HaBWraLMOHHOMN NaHeM B IEBOW YacTK CTPaHMLbI KIMKaem BK1aAKy Realm settings. Ha oTKpbiBLwelica cnpasa cTpaHuue, 8 none HTML Display name
BBOAMM HasBaHWe ana oTobpakeHus Ha cTpaHuue ayTeHTudUKaumm — Polymatica. Knukaem KHonmky Save.



GEKEYCLO ® et < .

Docs-realm @ cenebied Action =
Realm settings are settings that control the options for users, applications, roles, and groups in the current realm.  Learn more [

Docs-realm

Manage I ——
General = Login = Email = Themes Events Security defenses | Sessions | Tokens User registration
Clients
Client scopes
Realm D Docs-realm L]
Realm roles
Users Display name
Groups
HTML Display name Polymatica
Sessions
Events Frontend URL
Configure Require SSL ® External requests -
Realm settings
B ACRtoLoAMapping K& Value

Authentication

Identity providers

User federation

User-managed access

®

Endpoints @ OpenlD Endpoint Configuration [
SAML 2.0 Identity Provider Meta

Bkaaka Realm settings. B 3aro/ioBke BKAaAKM OTOBpaKaeTca Ha3BaHue o6aactm

Knukaem BHW3Y cTpaHuubl ccbinky OpenlD Endpoint Configuration, utobbl 0TKpbITh METaAaHHbIE NPOBaiifepa, B OTKPbIBLUEKCA BKNaAKe bpay3epa
Haxoamm Ko “issuer” (06bI4HO Camblii BEPXHMIA MOC/Ie Hayana) M Konupyem 3HaveHue, B Hawem caydae "https://dev-keycloak.polymatica.ru/auth
/realms/Docs-realm".

"issuer": "https://dev-keycloak.polymatica.ru/auth/realms/Docs-realm"”,

"authorization_endpoint™: "https://dev-keycloak.polymatica.ru/auth/realms/Docs-realm/pr
"token_endpoint™: "https://dev-keycloak.polymatica.ru/auth/realms/Docs-realm/protocol/o
ntrospection_endpoint "https://dev-keycloak.polymatica.ru/auth/realms/Docs-realm/pr
"userinfo_endpoint”: "https://dev-keycloak.polymatica.ru/auth/realms/Docs-realm/protoca
"end_session_endpoint”: "https://dev-keycloak.polymatica.ru/auth/realms/Docs-realm/prot

Konupyem 3HauyeHune knroya "issuer"” ana ganbHelilwero ncrnosb3osaHusA B napamertpe "provider_issuer”

3. o6asum cuctemy B 06/1acCTb.

B HaBMraLMOHHOM NaHenu B 1€BOM YacTW CTPaHULbl KAMKaem Bkaaaky Clients. Ha oTkpbiBelica cnpasa cTpaHuue kKankaem kHonky Create client.


https://openid.net/specs/openid-connect-discovery-1_0.html#ProviderMetadata
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Docs-realm

Manage
Clients

Client scopes
Realm roles
Users

Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Clients

Clients are applications and services that can request authentication of a user. L

Clients list Initial access token
Q, Search for client >
Client ID
ount
ount-console

arn more [

Create client

Impert client

Type Description
OpenlD Connect -
OpenlD Connect -
OpenlD Connect -
OpenlD Connect -
OpenlD Connect -

OpenlD Connect -

KHonka Create client Ha cTpaHuue Clients

Ha oTKpbIBLIECA CTpaHULLe 3anoHAEeM NPOoU3BO/bHbIM 3HadeHnem nose Client ID n knnkaem BHM3Y KHoNKy Next.
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Docs-realm

Manage
Clients
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings

Authentication
Identity providers

User federation

Clients > Create client

Create client

Clients are applications and services that can request authentication of a user.

© General settings

Client type & OpenlD Connect
ClientID * @ Docs
Name @

Description

Always display in 0

console @

3anonHuau none Client ID MOHATHbIM Ham MPOU3BO/IbHbIM 3Ha4eHNem



Ha oTKpbiBLelica cTpaHuLe nepesoamm nepekntoyatens Client authentication 8 nonoxexue On n kAMkaem BHU3Y KHOMKY Save. Mapametp Client
authentication onpeaensert ucnonbsyembiit Tun kanerHta OpenlD Connect.
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Docs-realm

Manage
Clients

Client scopes
Realm roles
Users

Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Clients » Create client

Create client

Clients are applications and services that can request authentication of a user.

1  General Settings Client authentication @ n

Or
pability config A -
uthorization @ o

Authentication flow Standard flow @

[ Implicit flow@

[ ] OAuth 2.0 Device Authorizat

|:\ OIDC CIBA Grant &

| Back ‘ Cancel

Mepesenn nepekntoqatens Client authentication 8 nonosxexue On

4. HacTpoum f06aBNEHHYIO CUCTEMY: YKaXKeM A0NYCTUMbIE aApeca nepeaspecaumny ans nepexoaa nocie ayTeHTudukaumm.

Ha ctpaHuue cuctembl Docs Haxogum none Valid redirect URIs. Tak kak mbl cnonbayem Tun kaneHTa confidential, To agpec nepeagpecauum moxeT 6biTb

No6bIM: CTaBUM CUMBON «*», 4TO 03HavaeT — Ntoboe 3HaueHue. Knmkaem BHWU3Y KHONKY Save.


https://www.rfc-editor.org/rfc/rfc6749#section-2.1
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Clients > Client details
Docs-realm

DOCS  OpeniD Connect

Manage Clients are applications and services that can request authentication of a user.
Clients
Settings Keys Credentials Roles Client scopes Sessions

Client scopes
Realm roles General Settings
Users

ClientID * @ Docs
Groups

Name @&

Sessions

Events
Description

Configure

Always display in 0 Off

Realm settings console @

Authentication .
Access settings

Identity providers

User federation Root URL @

Home URL @

Valid redirect URIs @ [ *

@ Add valid redirect URIs

m Revert

Jobasuan gonyctumsiii agpec nepeagpecaymm

5. CKkonupyem u3 gobaBneHHoM cucTembl 3HaYeHWe ans napameTpa "provider_client_secret", KoTopblit NoTpebyeTca 3a4aTb NO3XKe NPU HAaCTPOKe
MeToAa ayTeHTUdMKaLMK B cUCTeMe.

Mepexogum Ha cTpaHuue cuctemsl Docs B cekumio Credentials. Haxoamm none Client secret v B npaBoii ero 4actu kavkaem KHornky Copy to clipboard.
CoxpaHAaeM CKoNMpoBaHHOe 3HaueHue B daiin, YTobbl He NoTepATL (Hanpumep, B GNOKHOT).



MIKEYCLO

Clients > Client details
Docs-realm

Docs | OpeniD Connect

Manage Clients are applications and services that can request authentication of a user.
Clients  E——
Settings Keys Credentials Roles Client scopes Sessions

Client scopes
Realm roles
Users Client Authenticator Client Id and Secret

®
Groups
Sessions Save
Events
EenTyi Client secret

Realm settings
Authentication

Identity providers
Registration access

User federation token @

Cronumposanu Client secret

6. lo6aBMM y4eTHyto 3anuncb No/Ib3oBaTeNA cucTembl. ECM yueTHas 3anuchb He cylLecTByeT B CUCTEME, OHA aBTOMATUYECKU CO3AaEeTCA C OrPaHUYEHUAMM:
3aNONHAKTCA TONbKO Nona «JlorvH» n «E-mail», yueTHas 3anucb He MeeT ponei.

B HaBMFaLI,MOHHOI‘;I naHenu B 1eBOW YacTu CTPaHNLUbl KNTMKaeM BKNaaKy Users. Ha OTKprBLLlel‘/iCﬂ Cnpasa CTpaHuue Users knnkaem KHOMKY Create new user.
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Docs-realm Users
Users are the users in the current realm.  Learn more [

Manage

. User list Permissions
Clients

Client scopes
Realm roles
Users

Groups O

Sessions

No users found

Events

Change your search criteria or add a user

Configure

Create new user

Realm settings

Authentication

Identity providers

User federation

Knukaem kHonky Create new user



Ha OTKprBLLIeﬁCﬂ CTpaHuue Create user 3anonHaem Bce nons ¢0prI, B TOM uncne nona First name u Last name, 4to No3BoAUT, Koraa nogaepka
nepenasaemblx nonen 6yp,eT ,u,opa60TaHa, He BO3BpaLlaTbCA K 3aNONHEHUIO 3TUX noneii. Mocne 3anonHeHWA Nonen KAMKaem BHWU3Y KHONKY Create.
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Users > Create user
Docs-realm

Create user

Manage
Clients
Client scopes Username * user2
Realm roles

Email user2@example.com
Users
Groups Email verified & o
Sessions

First name Monk3oearens
Events

Last name Bropoit

Configure

Enabled & o On

Realm settings

hentication Required user actions
Identity providers
User federation Groups ‘ Join G

3anonxHnan nona ¢0prl Y4YeTHbIMU JaHHbIMU 110/1b30BaTe/IA

Ha oTKpbIBLIENCA CTPaHULLE C NOTMHOM MOJ/Ib30BaTENsA B 3ar0N0BKe nepeigem B cekumio Credentials 1 kamkHem Ha Helt KHonKy Set password.

@IKEYCLO

Users » Userdetails

Docs-realm
user2
Manage
Clients Details Attributes Credentials Role mapping Groups Consents Identity provider links
Client scopes
Realm roles
Users
Groups O
Sessions
No credentials
Events
This user does not have a set password for this

Configure
Realm settings

ntial Reset
Authentication

Identity providers

User federation

Cekuwms Credentials cTpaHuLbl nosb3oBaTens



B OTKPbIBLLEMCA OKHE Set password YKaxkem B oboux nonsax BpeMeHHbIl;'i naponb y"leTHOl‘;I 3anncu AnAa Bxoaa B CUCTEMY N KIMKHEM KHOMKY Save.

Y106bI MCNONB30BATHL yCTaHOBﬂeHHbIl‘;I napo/ib B Ka4yecCcTBe NOCTOAHHOrO, CNeAyeT BbIKNOYUTb NapameTp Temporary.

Set password for user2 X

Password * POy

Password confirmation * @

Temporary @ o On

Cancel

OKHO yCcTaHOBKM Mapo/if y4eTHOM 3anucu

MoATBEPAYM YCTaHOBKY Naposisa — KAMKHEM KHOMKY Save password.

Set password? X

Are you sure you want to set the password for the user user2?

Save password Cancel

YyeTHas 3anucb Nonb3osaTens rotosa. NMpu nepeoit ayTeHTUdMKALMKU NoNb30BaTENO BYAET NPEAN0KEHO CMEHUTL BPEMEHHbIN Naposb, ecav napametp T
emporary 6bi1 OCTaBNeH BKAOYEHHbIM.

Ha 3ToM Lware Mbl 3aBEpLUKAM HACTPOIKY NpoBainaepa ayTeHTuduraumm Keycloak ana cucrembl. lanee HeobXoAMMO HACTPOUTL MeTOA, ayTeHTUdMKaumum OIDC B
cucteme.

HacTpoiika metoga ayreHTuduKauum OIDC B cucteme

YT106bI BKNIOUYUTL B cUCTeMe MeTog, ayTeHTUuduKauum OIDC, BbINONHUTE ceaytoLLme AeACTBUA.
1. Oob6aBbTe SSL-cepTndmMKaT NpoBaiiaepa ayTeHTUOUKALMM.
O [ns cucTeMbl, YCTaHOB/IEHHOM C MCMO/Ib30BaHMEM NAKETOB:

i. NobasbTe cepTnudukat 8 gupektopuio /usrflocal/share/ca-certificates/ onepaunoHHOM cUCTEMbBI OKPYKEHUSA.
ii. BbINONHWUTE KOMAHAY:



updat e-ca-certificates

O [ins cucTembl, yCTaHOB/IEHHOM C Mcnosib3oBaHnem Docker:

i. [lobasbTe cepTUdUKAT B CKPUNT:

#!/ bi n/ bash
echo "inserting certificate"

cat << EOF >> /usr/local/share/ca-certificates/.crt
----- BEG N CERTI Fl CATE- - - - -

----- END CERTI FI CATE- - - - -
echo "updating CA"
updat e-ca-certificates

exit 0

rae ceptudukat — daiin, B KOTOPbIV cneayeT 3anucatb cepTudukar;
Teno_ceptudukata — cogepumoe ceptuduKara.
ii. J/lobaBbTe CKPUNT A4/1A BbINOJHEHUA B KOHTEHEp cepBuca manager (cm. [TpunoxeHne B. BbinonHeHue cKkpunTta B KOHTelHepe cepsuca
Mpu 3anycKe KOHTeNHepa).

2. YKaxuTe napameTpbl meToga ayteHTUduKauum OIDC B KoHbUrypauum cuctembl B daline oidc-providers.json (cm. [MapameTpsl KoH@urypaumm). Tpebyetca
YKasaTb Clesyloume napameTpbl v UX 3HAYEHUS.

[
{
"aut h_net hod_active": true,
"provider_issuer": "https://dev-keycl oak. pol ymati ca.ru/ auth/real ns/ Docs-real ni',
"provider_redirect_url": "https://stage-docs. pl atform pol ymati ca. ru/ aut h/ oi dc-cal | back",
"provider_client_id": "Docs",
"provider_client_secret": "jmnVEby8L9JoOTNweol gSi LaXR4AEGNNa",
"provider_scope": "openid profile email",
"provider_name": "keycl oak_OP",
"provider_type": "keycl oak",
"provider_clains": {
"preferred_usernane_key": "preferred_usernane",
"emumil _key": "email",
"first_nanme_key": "firstNane",
"m ddl e_nanme_key": "niddl e_nanme",
"l ast _nanme_key": "I ast Nane"
}
}


https://wiki.polymatica.ru/pages/viewpage.action?pageId=686424904
https://wiki.polymatica.ru/pages/viewpage.action?pageId=686424904
https://wiki.polymatica.ru/pages/viewpage.action?pageId=686424686

rae "provider_name" — npon3Bo/sbHO BbiIbpaHHOE HaMMeHOBaHMe NpoBaiaepa ayTeHTUbUKauum;
"provider_type" — T1n npoBsaaepa;
"provider_issuer" — 3HaueHue KtoYa iSSUEr B MeTaAaHHbIX NpoBargepa;

"provider_redirect_url" — agpec knveHTa AnA nepeHanpasieHWs Noc/e yCrewHo ayTeHTMdGUKaLmm B nposanaepe, gomkeH nvets sug ht t ps: //
/ aut h/ oi dc- cal | back;

"provider_scope" —3anpalwinBaemble CUCTEMOM AOCTYMbI;

"provider_client_id" — Client ID, 3agaHHbIi Npu HacTpolike NpoBaiaepa;

"provider_client_secret" — Client secret, nonyueHHbIi Npu HacTpoiike NpoBaiiaepa;

"preferred_username_key" — napametp, onpeaensiowmii NorvH nonb3oBaTens CMCTEMbI, B KOTOPbIN Nepegaem 3HaueHwue Katoya preferred_username
13 TOKeHa;

"email_key" — napameTp, onpesenstowwmii e-mail nonb3oBaTens cuctembl, B KOTOPbIM Nepesaem 3HaveHue Kntoua email u3 TokeHa;

"first_name_key" — napameTp, onpeaenstowumit UMa Nosb30BaTENA CUCTEMbI, B KOTOPbIN Nepesaem 3HaueHWe Ktoya given_name 13 TOKEHa;
"last_name_key" — napameTp, onpegensaowmii bamuanio Nonb3oBaTeNs CUCTEMBbI, B KOTOPbIM Nepeaem 3HaveHue Kkatoya family_name u3 TokeHa;
"middle_name_key" — napameTp, onpesenstowmii oT4eCTBO NONb30BATENA CUCTEMbI, B KOTOPLIM Nepegaem 3HadeHue katoua middle_name 13 TokeHa.

3. MNepesanyctute cucremy.

o [Ana cuctemel, yCTaHOBI]eHHOVI C NCNO/Ib30BAaHNEM NAKETOB, BbINO/IHUTE KOMaHAY:

systentt|l restart pol ynatica- pl atform manager
S ﬂ,l]ﬂ CUCTEMDI, yCTaHOBI]eHHOVI C UCcnonb3oBaHMeEM Docker, BbIMNO/IHNTE KOMaHAY:
cd /srv/platform&& docker conpose up -d --renpve-orphans || docker-conpose up -d --renove-

or phans

Mpwv NPaBW/IbHO BbINOJIHEHHOM HACTPOIKe Ha CTPaHMLE BXOAA B CUCTEMY [0/KHA 0TOBpaxKaTbea BKAaAKa «OpeniDx»:

POLY///ATICA

KOHCTPYKTOP MH®OPMALIMOHHLIX MAHENEN

Open D CTtaHpapTHbIA

9

3anomMHuTE

BoiiTu

é’; EM3HEC-NOOXOA K AHANM3Y OAHHBIX

Bknagka «OpenlD» ceBa oT BKAaAKM « CTaH[aPTHbINA»

Mo KNMKY BKNAZKM BbINONHAETCA Nepeagpecaums Ha cTpaHuuy ayteHTuoukaumm OIDC-nposaiaepa.

Hactpoika HeCKonbKKX nposanaepos

CucTema No3BOASAET HACTPOUTL HECKO/IbKO NPOBaiAepoB (cM. PykoBoAcTBO nosib3oBatens Polymatica Dashboards - "Bxoa 8 cuctemy"” - "Bxog no Open ID" -
"Heckosbko nposarigepos”). Bce napameTpbl 3agatotcs B dpaiine oidc-providers.json gnsa Kaxgoro nposaiiepa, Kak NoKasaHo B NpUMepe HUXKe:


https://openid.net/specs/openid-connect-discovery-1_0.html#ProviderMetadata
https://wiki.polymatica.ru/display/PDTNUG
https://wiki.polymatica.ru/pages/viewpage.action?pageId=686424686

MNpumep Paiina oidc-providers.json npu HacTpoifke HeCKOAbLKKX NPoOBaiiaepos

"aut h_net hod_active": true,
"insecure_override_issuer": false,
"provider_issuer": "https://keycl oak. exanpl e.ru/real ns/pl atfornt,
"provider_actual _i ssuer": "",
"provider_redirect_url": "http://host.docker.internal:4300/auth/oidc-callback",
"provider_logout _url": "https://keycl oak. exanpl e. ru/real ns/ pl at f or ml prot ocol / openi d- connect/ | ogout ",
"provider_client_id": "Cientl",
"provider_client_secret": ""
"provider_scope": "openid profile email",
"provider_type": "keycloak",
"provider_nane": "Keycl oak",
"provider_icon": "/static/oidc-providers/keycl oak.svg",
"provider_claim": {
"preferred_usernane_key": "preferred_usernane"”,
"enmil _key": "email",
"first_name_key": "firstNanme",
"m ddl e_nanme_key": "nmi ddl eNane",
"l ast _name_key": "Il ast Nanme"

"aut h_net hod_active": true,
"insecure_override_issuer": false,
"provider_issuer": "https://avanpost.exanple.ru/real ms/platfornt,
"provider_actual _i ssuer": "",
"provider_redirect_url": "http://host.docker.internal:4300/auth/oidc-call back",
"provider_logout _url": "https://avanpost.exanpl e.ru/real ns/pl atform protocol / openi d- connect/ | ogout ",
"provider_client_id": "dient2",
"provider_client_secret": ""
"provider_scope": "openid profile email",
"provider_type": "avanpost",
"provi der_nanme": "Avanpost"
"provider_icon": "/static/oidc-providers/avanpost.svg",
"provider_claims": {
"preferred_usernane_key": "preferred_usernane"”,
"enmil _key": "email",
"first_nanme_key": "firstName",
"m ddl e_nanme_key": "ni ddl eNane",
"l ast _name_key": "Il astName",
"group_key": "sia_groups",
"rol e_key": "sia_role"
b
"provider_auto_create_user": false,
"provider_groups_whitelist": ""

TeKcT Ha KHOMKe BXoAa 3ajaeTcA napametpom "provider_name". Ecam 3aaHHbIN TEKCT HE NOMELLAETCA Ha KHOMKE, OH COKPALLAeTCA MHOroToUuMEM.

Kpome TOro, Ha KHOMKY MOXHO A06aBUTb NOrOTUM, KOTOPbIN ByAeT 0TOBpPaKaTbCA CneBa OT TEKCTa:

A Npoeaitnep 1 & nNposaiipep 2

JloroTunbl Ha KHONKax BXoaa

B cucteme ecTb ABa nNpeaycTaHoBAEHHbIX oroTuna (ans Keycloak n Avanpost). Yto6bi BbIBpaTh 0AMH M3 HUX, HYXKHO 3a4aTb B NapameTpe "provider_icon"
3HayeHme "/static/oidc-providers/keycloak.svg" nnu "/static/oidc-providers/avanpost.svg" cootseTcTBeHHO. TakKe cucTeMa No3BoAsAET 3arpy3nTb
MoJ/1b30BaTE/IbCKMIM JI0TrOTUN. [11 3TOro HYXHO B AnpekTopuio /usr/share/polymatica/platform/file-storage/assets/oidc-providers nono»utb BbibpaHHbIii Gain B
dopmate SVG 1 3agatb 3HayeHne napametpa "/static/oidc-providers/<FILE_NAME_EXAMPLE>.svg".



PeKomeHAaLMM K 3arpy:KaeMomy U306pakeHuio:

MaKCMManbHbIN pasmep daiina — He 6onee 100 KB;

pekomeHayemble pasmepbl — 24x24 px unu 32x32 px;

cooTHowWweHue ctopoH — 1:1 (kBagparT);

$OH — Npo3payHbI UAN HEUTPANbHbIN;

n3obpakeHne A0IKHO COXPAHATb YNTAEMOCTb NPU MacLITabUPOBaHUN.

AyTteHTndukauma OIDC no ymonuaHuio

Mepea vcnosnb3oBaHvem meToaa ayteHTUdMKaumm OIDC no ymonyaHuio ybeamtech, YTO METOA, HaCTPOEH.

Y106bl ycTaHOBUTL MeTOZ, ayTeHTUdUKaLmu OIDC BbIGPaHHBIM MO YMOIYAHMIO, B KOHGUIypaLIMKM CUCTEMBI YKAXKWUTE NapameTp CO 3HaYEHUeM:

POLYMATI CA_CORE_AUTH_DEFAULT_METHOD=open| DConnect

B cnyyae, Korga B cucTeme HaCTpPoOeHo cpasy Heckonbko OIDC-npoBaliaepos, HE06X0AMMO TaKKe Bbi6paTb NpoBaiaep, KOTopbli ByaeT MCcnonb3oBaThCsA Mo
yMo4aHuto. [1nA 3TOro Hy>KHO JONONHWUTENbHO 3aN0AHUTb NapameTp KoHdurypaummn POLYMATICA_CORE_AUTH_DEFAULT_PROVIDER, yKkasas g1 Hero To ke
3HayeHuWe, KOTOpoe yKasaHo B napametpe "provider_type" us gasina oidc-providers.json:

POLYMATI CA_CORE_AUTH_DEFAULT_METHOD=0pen! DConnect
POLYMATI CA_CORE_AUTH_DEFAULT_PROVI DER=<pr ovi der _t ype>

Mocne 3TOro HyXHO NepesanycTUTb CUCTEMY.
Mpu NpaBUABbHO BbINOJHEHHOW HAaCTPOIKe CTPaHMLLA BXOAA B CUCTEMY A0/IXKHA OTKPbIBATbCA HA BKNaAKe "OpenlD", nocne yero aBTOMaTUYECKM BbINOSHAETCA

nepeagpecaLms Ha cTpaHuLy ayTeHTudMKaumm OIDC-npoBaitaepa.

MOXHO OTK/IOYUTbL NOABAEHME CTPAHULbI ayTeHTUdMKaALMM NpoBaitaepa, 3asaB B pasise oidc-providers.json napameTpbl "provider_skip_token_check"
n "provider_use_token_auth". Torga npv nepexose 13 CTOPOHHEW cMCTEMbI Cpasy ByAeT OTKPbIBAaTbCA OKHO aBTOpM3auum Polymatica Dashboards.

ABTOpU3aLMA NpU Nnepexone No BHELUHEN cCbliKe

CucTema No3BoIseT HAaCTPOUTL aBTOMATUYECKYIO aBTOpM3aLMio Yepes nposaitaepa OpenlD Connect npu nepexoAe nosib30BaTeem Mo CCbIIKE Ha MPOEKT UAK CNOM
npoekTa. [1s 3TOro K agpecy ccbiku HeobxoAMmo A06aBUTb query-napameTp, CoAepKalmnii UAEHTUGUKATOP OLHOMO U3 HACTPOEHHbIX NPOBaiAepPOB, Yepes
KOTOPOro A0/KHA NPOU30MTH aBTOPU3aLMA.

Hanpumep:
https://example.polymatica.dashboards.server/dashboard/project/177938?provider=avanpost
https://example.polymatica.dashboards.server/dashboard/project/177938/layer/2?provider=avanpost

B KauecTBe 3Ha4YeHWA query-napameTpa nepesaerca 3HaueHue, KoTopoe yKasaHo B napametpe "provider_type" us ¢arina oidc-providers.json.

Hactpoiika atpnbyroB nonb3osarens Ha npumepe Keycloak

ATpubYT nosib3oBaTeNs — 3TO NapamMeTp, ONMCbIBAIOLLMIA KOHKPETHOE CBOCTBO NO/b30BaTeNfA B cUCTeMe. ATPMBYTbI UCMO/b3YIOTCA 418 MAEHTUDMKALMK,
KnaccuduKaLmMm, NepcoHann3saLm 1 ynpasieHus B3aMmoAencTBuem ¢ nonb3osatesiem. B Polymatica Dashboards atpubyTbl cnosib3ytoTcs B aTpUBYTUBHbIX
npasunax 415 6bICTPON HAaCTPOMKM AOCTYNa K AaHHbIM AaTaceTa. ATpUbYTbl B CUCTEME AENATCA HAa aBTOMATUYECKM CUHXPOHU3UpPYeMble aTpuByTbl U aTpubyTbi C
PYYHOI HACTPOWKON. ABTOCMHXPOHU3MpPYEMbIE aTPUBYTbI CBA3aHbI C KAto4oM IAM, nepesaBaembiM B TOKEHE MO/Ib30BaTeNA NPU aBTopusaumm yepes IAM-
nposaigepa. MoapobHee o paboTe aTpMbYTOB B CUCTEME CM. B PYKOBOACTBE 10/1b30BaTe/A B pa3genax "Monb3osatenn"” - "CosgaHue nonbsosatensa” n "[dartacetb"
- "Hactpoiika gataceta" - "®yHKumum paboyeit o6nactn" - "OrpaHnyeHve gaHHbIX".

[nAa HacTpoliku aBToaTpMbyTa Ha cTopoHe Keycloak Hy>KHO BbINONHUTL CaeaytoLlee:


https://wiki.polymatica.ru/pages/viewpage.action?pageId=686424686
https://example.polymatica.dashboards.server/dashboard/project/177938?provider=avanpost
https://example.polymatica.dashboards.server/dashboard/project/177938?provider=avanpost
https://wiki.polymatica.ru/pages/viewpage.action?pageId=686424686
https://wiki.polymatica.ru/display/PDTNUG
https://wiki.polymatica.ru/pages/viewpage.action?pageId=686424686

1. MepeiiTn B Realm settings.

platform v p| atf orm

Realm settings are settings that control the options for users, applications, roles, and groups in the cuy

Manage
General Login Email Themes Keys Events Localization Security defg

Clients

Client scopes Realm ID platform

Realm roles i
Display name

Users

Groups HTML Display name

Sessions
Frontend URL (3

Events

Require S5L (3 External requests

Configure
ACR to LoA Mapping

ping hav

Realm settings (0] e below button to add ACR to LoA

value are required for a key

Authentication

© Add ACR to LoA Mapping

Identity providers

Ue=r i ler=itier User-managed access 0 Off
€]

Unmanaged Attributes  Disabled

@

Pazgen Realm settings

2. Nepeiitn Ha BKNaaky User profile.



platform - platform o Enable

Realm settings are settings that control the options for users, applications, roles, and groups in the current realm.  Learn more [

Manage

General Login Email Themes Keys Events Localization Security defenses ions Tokens Client policies User profile User registration

Clizviz Attributes  Attributes Group  JSON editor
Client scopes

Y Allgroups  ~ Create attribute
Realm roles _—

Users Attribute [Name] Display name Attribute group
Groups
. H username $iusername}

Sessions
Events

H email $femail}
Configure

H firstName SifirstName}
Realm settings
Atz H lastName $ilastName}
Identity providers
User federation H new_attr

H new_attr_1 new_attr_l

H sia_groups sia_groups

MNepexoa B User profile

3. HaxkaTb Ha KHonKy Create attribute.
4. 3anoNHUTb Cefytowme Nois U HaCTPOUTL NapameTpbl:

® Attribute [Name]. Vims, ucnonb3yemoe npu co3aaHunm scope. 3HadeHne, BBEAEHHOE B NOJIe, A0/IKHO COBMNaAaTh CO 3HaYeHnem IAM-katoua atpubyTa B
Polymatica Dashboards.

® Display name. Wms atpubyta, KoTopoe byaet otobpaxatbes B Keycloak.

®  Multivalued. Bkntountb nepektouatens.

®  Permission. MpocTaBuUTb OTMETKM Ha BCex YeKBOoKcax.



IKEYCLC

platform

Clients
Client scopes
Realm roles

ISETS

Realm settings
Authentication
Identity providers

User federation

5. HaxkaTb Ha KHonKy Create.

6. Nepeiitn B Client scopes.

» Create attribute

Create attribute
Create a new attribute

General settings

Attribute [Name] * &

Display name (3

Multivalued 3

Attribute group (3

Enabled when &

Required field @

Permission
Who can edit? (3

Who can view? 3

create_attr

’ create_attﬂ

© o

MNone

® Always

Scopes are requasted

@ o

User Admin

User Admin

Mpumep 3anonHeHWs nonei




’DIatform—" Client scopes

Client scopes are a common set of protocol mappers and roles that are shared between multiple clients. Learn more [

Manage

Y Name « Q Search for client scope > Create client scope Change typeto = H  Refresh
Clients
Client scopes ‘_l Name Assigned type Protocol Display order Description
Realm roles ‘_l acr Default OpenlD Connect - OpenlD Connect scope
Users -

‘_l address Optional + OpenlD Connect - OpenlD Connect built-i
Groups ——
Sessions ‘_l basic Default OpenlD Connect - OpenlD Connect scope
Events ‘_l email Default OpenlD Connect - OpenlD Connect built-i

L microprofile-jw i - _ icr - JWTbui
S I microprofile-jwt Optional OpenlD Connect Microprofile - JWT buily
Realm settings ‘7| offline_acc Optional = OpenlD Connect — OpenlD Connect built-i
Authentication ‘7| phone Optional OpenlD Connect — OpenlD Connect built-i
Identity providers -

‘7| profile Default = OpenlD Connect — QpenlD Connect built-i
User federation —

‘_l region Default OpenlD Connect - region

‘_l role_list Default = SAML - SAML role list

Pasaen Client scopes

7. BbibpaTb Tpebyemyto CTPOKY (scope).



|_| address Optional ~ OpenlD Connect -
platform v T —

L) basic Default « OpenlD Connect -
Manage |_| .

__| email Default « OpenlD Connect -
Clients —

|_| microprofile-jwt Optional OpenlD Connect -
Client scopes
Realm roles L off ne_access Optional OpenlD Connect -
Users |_| phone Optional ~ OpenlD Connect -
Groups —

[ ] profile Default « OpenlID Connect -
Sessions

L] region Default = OpenlID Connect -
Events

L roletist Default ~ SAML -

igure -

L) roles Default « OpenlD Connect -
Realm settings

] st Default - OpenlD C t -
Authentication — s pen onnec
Identity providers [ ] test Default « OpenlD Connect -
User federation —

L restizs Default = OpenlID Connect -

L] web-or gins Default = OpenlD Connect -

Mpumep Bbibopa scope Test123

8. MepeitT Ha BkNaaKy Mappers.

platfor Settings Mappers Scope
Q search fM > Add mapper ~ £ Refresh

Manage

Name Category Type
Clients

sub Token mapper Subject (sub)
Client scopes

address Token mapper User Address
Realm roles

acr loa level Token mapper Authentication Context
Users )

upn Token mapper User Attribute
Groups . )

P nickname Token mapper User Attribute
SEns var Token mapper User Attribute
Events full name Token mapper User's full name

phone number Token mapper Lser Attrnbute

Bknapaka Mappers

9. Haxkatb Ha kHonky Add mapper v B BbinagatoLiem cnuncke Bbibpatb onumio By configuration.

10. MpoKpyTUTL coepnmoe BHU3 U BbIbpaTh onuuto User Attribute.



Configure a new mapper
Choose any of the mappings from this table
Group Membership
Hardcoded claim
Hardcoded Rele
Monce backwards compatible

Pairwise subject identifier

Role Name Mapper

Session State (session_state)
Subject (sub)

User Address

User Attribute

User Client Role

User Property

Uszer Realm Role
User Session Mote

User's full name

Map user group membership

Hardcode a claim into the token.

Hardcode a role into the access token.

Adds the nonce claim to Access, Refresh and ID token

Calculates a pairwise subject identifier using a salted
s5ha-256 hash and adds it to the 'sub’ claim. See OpenlD
Connect specification for more info about pairwise
subject identifiers.

Map an assigned role to a new name or position in the
token.

Add Session State (session_state) claim
Add Subject (sub) claim

Maps user address attributes (street, locality, region,
postal_code, and country) to the OpenlD Connect
‘address’ claim.

Map a custom user attribute to a token claim.
Map a user client role to a token claim.

Map a built in user property (email, firstName, lastName)
to a token claim.

Map a user realm role to a token claim.
Map a custom user session note to a token claim.

Maps the user's first and last name to the OpenlD
Connect 'name’ claim. Format is <first®> +'' + <last>

Bbi6op onuuu User Attribute

11. B none User attribute sbi6paTh aTpnbyT, KOTOPLIN CO34aBasCA Ha Wwarax 4-5.
12. 3anonHuTbL cneaytowme nona:

Name.

Token Claim Name.

Claim JSON Type. Bbi6paTb 13 BbinagatoLero cnucka onumio JSON.
BKNtOUMTb BCE Nepek/ItoyaTenu.



Mapper type User Attribute

Name * @ create_attr
Clients

User Attribute @ create_attr
Client scopes
Realm roles Token Claim Name 3 create_attr

Claim JSON Type @ JSON

Groups
= Add to ID token (3) o On

Events Add to access token o On
@

Cothaus Addtolightweiht (@) on
access token (3

Realm settings
Add to userinfo (3

Authentication @ o On

Identity providers Add to token o On
introspection (3

User federation
Multivalued (3 o on
Aggregate attribute o On
values (3

Save Cance

Mpumep 3anonHeHUa noneit

13. HakaTtb Ha KHOMKy Save.

14. Nepeiitn B Users.



platform - Users

Users are the users in the current realm. Learn

Manage
: User list

Clients
Y Defaultsearch » Q Searchuser

Client scopes

Realm roles |_| Username
Users |_| akushnyr
Groups o .
P |_| kkadmin
Sessions |—|
__ | new_test
Events —
|_| new_user_default_pass

O wide veer
Configure — PR

| | iter
— HLE

Realm settings

| | nlatforn
Authentication — plattorm
Identity providers L] popov-test
User federation |_| proverka

Paspen Users

15. BbibpaTb nonb3osatens.

16. MPOKPYTUTbL COAEPHKMMOE CTPAHMULIbI BHU3 1 YBEAMUTbCA, 4TO HOBbINM aTpubyT fo6aBneH.



create_attr O

@ Add create_attr

17. Ona pobasneHus 3HaYeHMt aTpmMbyTa HY>KHO HaKaTb Ha KHOMKy + Add <Ha3BaHMe aTpUGYTa> 1 BBECTV B NOJIE 3HAUYEHUA Yepes 3anATyo, 3aKN04MB BCe
3a/laHHble 3HAYEHUA B KBaZpaTHble CKOBKK. Kaxaoe CTpoKoBOe 3HaueHWe Npu 3TOM 3aKko4aeTca B Kasbluku. Hanpumep: ["HR","Finance","IT"], [1,2,3].
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